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What We Have

Presenter
Presentation Notes
We have a wealth of information in our networks, from various sources – policy servers, firewalls, switches, networking infrastructure, security components…
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Drowning in Information

Presenter
Presentation Notes
So much information from so many sources can be overwhelming!
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What We Could Be Doing

Presenter
Presentation Notes
What if we could put that information to work for us?

Step 1: Fully leverage the information available in our environment.
Step 2: Make better security, IT, and business decisions.
Step 3: Profit!
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What We’re Currently Doing

Presenter
Presentation Notes
Unfortunately, most of that information is locked away in separate silos by product, by technology, by group within the organization…
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Why?

Presenter
Presentation Notes
Information is stored in different formats and communicated over different protocols.
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What We Have Here…

Presenter
Presentation Notes
What we’ve got here…  is a failure to communicate.
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What If You Could…

Presenter
Presentation Notes
We could try to find a way to teach all of our products to understand each other…
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What We Need

Presenter
Presentation Notes
But a more feasible approach is to centralize communication and coordination of information to enable security automation.  

We need something like Facebook, but for our network and security technology.
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Presenter
Presentation Notes
The IF-MAP open standard makes it possible for any authorized device or system to publish information to a MAP server, to search that server for relevant information, and to subscribe to any updates to that information. Just as IP revolutionized communications, IF-MAP will revolutionize the way systems share data.
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Where We’re Going
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Presenter
Presentation Notes
Security automation is any part of a security system that’s able to operate without need for - or with only limited - administrative involvement.

A security administrator can define a unified security policy that applies to different types of protective mechanisms - intrusion prevention systems (IPS), unified threat management (UTM) systems, next-generation firewalls (NGFW)...  Best-of-breed components from multiple vendors can share information using a standard information bus. 

This coordination can extend beyond front-line access control products to back-end systems such as authorization databases, virtualization, and reputation systems.  A policy server might create and modify policy based completely on the information received from other resources in the system.

Logs from multiple sources can be collected and correlated by a security information and event management (SIEM) system, which itself acts as both a consumer of information and a provider of real-time intelligence based on that information.  Security operations personnel can easily oversee activities in the network and provide human intervention in cases where full automation may not be achievable or desirable.  
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How Did We Get Here?

Presenter
Presentation Notes
This concept didn’t just spring up overnight.  How did we get here, and where are we going?
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Crank Up the Wayback Machine

Presenter
Presentation Notes
We’ll set the Wayback Machine for 2005…
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Presenter
Presentation Notes
In 2005, the Trusted Network Connect work group of the Trusted Computing Group first published its open architecture & standards for NAC.

So how does this NAC stuff work? It’s really quite simple. This is the TNC architecture, but every NAC architecture is basically the same. 

On the left, you see the Endpoint. That’s a device that’s trying to access a protected network or resource. The Enforcement Point is a guard that grants or denies access based on instructions from the Policy Server. The Policy Server is really the brains of the operation. It looks at the policy that you have configured and decides what level of access should be granted. Then it tells the Enforcement Point, which executes those instructions.

There are many options for enforcement. In this slide, we’ve shown a wireless access point and a switch, but many people use a firewall or a VPN gateway. Each of these has its own pros and cons, so you’ll need to look at all of them and decide which is best for you. For example, a wireless access point with 802.1X can totally block unauthorized users. But it probably won’t have fine-grained access controls. That’s why a lot of NAC systems support a combination of different Enforcement Points. You might want to use them together. But to keep things simple, I’ll just show a switch and wireless access point.
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Presenter
Presentation Notes
We’ll start with a simple compliance check. In NAC, it all starts with the security policy, so let’s look at this one. This policy is pretty simple. It says that every device on the network must have Windows 7 with self-encrypting drives, some anti-virus, and a personal firewall. Now, that’s probably not realistic because you’re going to have Macs and printers and other things. But let’s start with a simple policy.

When a new system comes on the network, the Enforcement Point will send it to the Policy Server. In this case, it complies with the policy so it gets on the production network. Another system that doesn’t have a self-encrypting drive will be given only limited access to the network.  That way, if either system is lost or stolen, you know that protected information was only available to the endpoint that could store it securely.
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Presenter
Presentation Notes
What about monitoring behavior? Well, there are a huge number of devices already deployed in our networks to monitor behavior: intrusion detection systems, leakage detection systems, endpoint profiling systems, and so on. The TNC architecture lets you integrate all those existing systems and many more with each other and with your NAC system.

This integration uses a Metadata Access Point, which is basically a database that stores information about who’s on your network, what device they’re using, what their behavior is, and all sorts of other information. Your existing security systems use this Metadata Access Point or MAP to integrate with each other and with your NAC system.
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Presenter
Presentation Notes
In the last example, we looked at a health check. In this example, we’re going to check behavior. So we’ve got some sensors in the network to monitor behavior. And we’ve got a security policy that specifies what behavior is acceptable. 

Now, when a device connects to the network, there could be an authentication and compliance check - but this policy doesn’t have one so the device is placed on the production network. If the device starts violating the NAC policy by trying to spread a worm, that will be detected and stopped by one of the sensors. 

But, even more important, that sensor will publish information about the attack it stopped to the Metadata Access Point (MAP). A notification will be sent to the Policy Server, which will decide that’s not acceptable and tell the Enforcement Point to move the user to a remediation network. 

So you see that the whole network security system is working together here. Each part is doing its own thing and they’re all integrating in a compatible way, using the open TNC standards.
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NAC Is Not Dead

Presenter
Presentation Notes
It’s 2014, not 2005 - so why are we still talking about NAC?  

Some people think that NAC is dead, but the rumors of its demise are greatly exaggerated.  It has simply gone under the hood – and evolved into an enabling technology for business requirements like mobile security and BYOD.
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Presenter
Presentation Notes
A common scenario in today’s connected world…

A mobile user checks e-mail on his own iPhone and communicates with friends.  He trust the link from his friend and inadvertently becomes infected with malware. After going to work he connects to the corporate network and the attacker, who has taken control over the device, can access sensitive information.

This is not an uncommon story…
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Presenter
Presentation Notes
The security team at his company has been avoiding  the issue of what to do about employees using their own consumer devices to improve productivity and it shows. They don’t have the ability to detect malware on the mobile device, they can’t protect the user from cloud-based threats, they can’t control access based on user identity, device, and location, and the products they do have in place don’t have the coordination to know what is going on. 

This clearly needs a new approach!
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Presenter
Presentation Notes
When we address the new requirements and provide broad protection,  flexible deployment models that can be tailored to individual environments and security context and coordination, we can keep users protected against the dynamic threat landscape. 

It’s now possible to:
 detect malware on the client
 enforce access to company resources based on the user, device, and location
 can control access to sensitive information
 take advantage of new cloud services to improve efficiency and reduce costs
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What’s Under the Hood?

Presenter
Presentation Notes
How do we make all of this happen?
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Standard Metadata
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Presenter
Presentation Notes
TNC has standardized basic metadata for network security. Metadata is anything you know about the network – could be flows, scan results, user authentications, or other events.  In this case, it’s information about network components and security policies to apply to them.  The MAP is a clearinghouse for metadata; MAP clients can publish metadata to it, search it for specific metadata, and/or subscribe to metadata on endpoints in the network.

This includes common things that it might be helpful to know about an endpoint – the type of device, identity of the user operating the device, role assigned to that user, association between the MAC address and IP address of the endpoint, location of the endpoint, and any events related to that endpoint.
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Extensibility

Presenter
Presentation Notes
In TNC, we realized that we didn’t know all of the possible information that it would be helpful to collect about an endpoint or a network.  So we made our system extensible by defining a way to use vendor-specific metadata, similar to vendor-specific attributes (VSAs) in RADIUS. This enables anyone to publish anything that you can express in XML!
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Industrial Control System Security

Presenter
Presentation Notes
Imagine a manufacturing line, where a physical process is controlled by a digital component called a Programmable Logic Controller (PLC).  The other piece of that system is an operator display panel, the Human Machine Interface (HMI), which is typically physically remote from the actual process that needs monitoring.  As we see changes in the process, we should be able to see the operator display update in real-time. 

The HMI uses a legacy protocol called Modbus to poll the controller and retrieve these process variables and display them.  Used to be run over a serial connection, but it’s been ported to TCP now. One of the problems with the Modbus protocol and many others in this space is that there’s zero security features in the protocol.  The key issue is: no authentication.  So we have no way of knowing whether requestor is authorized to gain access to that, or even who is sending data to it.  If you can ping that controller, you can issue commands to it.  

That’s the state of the art in control systems.  Until now, they’ve been small islands of automation, very little interconnection with other systems.  Running over serial, had to have a physical serial connection to it - typically you had to be physically in front of the machine to mess with it, physical security was fine. Another thing about this environment is that these systems, once they’re in place, are designed to stay in production for decades. Now these systems are getting more and more interconnected with the enterprise network and outside as well, and we’re running into the same types of security issues that we’ve been working on in enterprise systems.
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Presenter
Presentation Notes
A single manufacturing line could have hundreds, or even thousands, of these PLCs.  Replacing them is out of the question, as is retro-fitting them to add on security.  But what if we had the ability to insert a transparent security overlay to protect these legacy components?

Deployment and lifecycle management for such a network would be a huge challenge – unless you had a mechanism for provisioning certificates, communication details, and access control policies to the overlay components.  And that’s exactly what one company, Boeing, has done with IF-MAP by using vendor-specific metadata for provisioning of certificate information and access control policy.

The first step is to add the overlay protection.  In this case, the enforcement points are customized component designed for SCADA networks that can create a “virtual wire” – protected communication, transparent to the end devices – using OpenHIP. 
A MAP and a provisioning client enable centralized deployment, provisioning, and lifecycle management for the myriad enforcement points. 

In this case, the provisioning client publishes metadata to the MAP to define the HMI and PLC and specify security policies that allow them to talk to each other, but do not allow external access to them. For example, when the HMI comes into the network and queries for a PLC, the first thing the HMI does is an ARP lookup.  The enforcement point receives that traffic, searches the MAP server, and finds access control policy that this particular HMI can talk to that particular PLC. 

Enforcement points can be moved around the network without requiring manual reconfiguration / reprovisioning, since all of the provisioning is centralized via IF-MAP.



9/29/2014 Copyright 2014 Trusted Computing Group 27

In Production Today

Presenter
Presentation Notes
This isn’t just a neat thought experiment – it’s actually in production deployment on the Boeing manufacturing lines for the 777 and 747 aircraft.  The airplane you took to this conference might have been assembled by components in a control network protected by IF-MAP enabled technology!
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Presenter
Presentation Notes
Another example of the evolution of security automation is the integration of physical and logical access control.

Consider a typical badge access system. Readers capture and pass credential info; a control panel authenticates identity and enforces policy; and an access control server provisions policy.  In this case, the access server also publishes location metadata via IF-MAP to a Metadata Access Point.

A user arrives at the front door and badges in.  The badge reader passes his information on to the panel, which approves his entry into the building The panel logs that information and also sends that message on to the access server, which captures the events and uses the IF-MAP protocol to publish location metadata to the MAP with the user’s location.  

That metadata can be accessed on a subscription basis by other authorized devices; in this case a policy server subscribes to the MAP such that it can check for the physical entry events and location data.


When the user gets to his desk, he is granted access to the network and its resources. Physical presence has become a policy requirement for network access; this makes the network more secure, and it helps physical security understand who is inside a building or in a particular part of a building.
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Presenter
Presentation Notes
Incorporating behavioral detection makes the physical/logical access control integration a two-way street. 

If the user engages in unauthorized activity or the endpoint is found to be uncompliant, that information is published to the MAP by policy servers or sensors that detected it. The physical access control server is notified based on its subscription to information about that user and changes the physical access privileges for that user.  

When the user tries to gain physical access to a restricted area – such as a datacenter – that they would normally be authorized to access, the physical access control system may deny them access due to the access restrictions applied, which are based on metadata obtained from the MAP.
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Proprietary > Standard

Presenter
Presentation Notes
The original network security metadata schema didn’t contain any standard metadata for location, so the physical access control vendor – Hirsch Electronics – implemented their integration using vendor-specific metadata.  In the TNC WG, we recognized that location would be a valuable and common component of a security decision, so we added standard metadata for location in the next revision of the metadata.

This is a perfect example of how a vibrant standards-based ecosystem evolves – from an initial standard, to extensions of the standard, which then get rolled back into the standard.
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What Happens Next?

Presenter
Presentation Notes
We’ve barely scratched the surface of security automation.  For one thing, it goes far beyond access control.  Imagine…

  A content management database (CMDB) receives notification of a new device on the network – perhaps via notification that a DHCP server has assigned an IP address to a new MAC address – and scans the new endpoint, then updates its data store
  An analysis engine observes some behavior on the network and requires more information about the associated endpoint, so it requests an investigation by another component such as an endpoint profiler or vulnerability scanner
  Carrier routers redirect traffic through deep packet inspection based on suspicious user activity
  A security administrator modifies an existing security policy, or adds a new policy, and various policy servers / sensors are notified, triggering a re-evaluation of the network’s endpoints
  An application server publishes a request for bandwidth for a particular user based on the service the user is accessing – and network infrastructure components changing QoS settings for those traffic flows based on that request
  An IF-MAP enabled OpenFlow switch controller making packet-handling decisions based on information from other network components
  An analysis system determines that there’s an attack underway; in addition to triggering a response, it notifies security administrators of the attack taking place, populating a dashboard with information to create a “heat map“ of the attack

All of these are examples of a common three-step process: sensing, analysis, and response.  Security automation is enabled by the abstraction and coordination of these functions across multiple disparate components in the network.
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Join the Conversation

Presenter
Presentation Notes
What benefits would security automation bring to your environment?  What problems would you solve?

TNC is always looking for new ways to improve IF-MAP, by enhancing the operations spec or adding to our standard metadata schemas.  In fact, we just published updates to the IF-MAP base spec and the IF-MAP metadata for network security!  

We’d like to know how you would put security automation to work for you.  The more use cases we can standardize, the more powerful and interoperable standards-based security automation becomes.  Help us add to the building blocks that make security automation possible!



9/29/2014 Copyright 2014 Trusted Computing Group 33

What Would YOU Do?

Presenter
Presentation Notes
Imagine the power you could gain by linking together information from all of the various infrastructure and security technologies in your network and using that information to make dynamic, intelligent, automated decisions.  That’s the true promise of security automation – and we’re only just beginning to realize that promise.
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Questions?

Presenter
Presentation Notes
Questions?
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• TNC & IF-MAP
– IF-MAP Standards & FAQ

• http://www.trustedcomputinggroup.org/community/2014
/03/ifmap_22__learning_from_experience 

• http://www.trustedcomputinggroup.org/resources/tnc_if
map_binding_for_soap_specification

• http://bit.ly/KKpdDx

– Mobile Security Architects Guide
• http://www.trustedcomputinggroup.org/resources/archite

cts_guide_mobile_security_using_tnc_technology
– Security Automation Architects Guide

• http://www.trustedcomputinggroup.org/resources/tcg_se
curity_automation_architects_guide

http://www.trustedcomputinggroup.org/community/2014/03/ifmap_22__learning_from_experience
http://www.trustedcomputinggroup.org/resources/tnc_ifmap_binding_for_soap_specification
http://bit.ly/KKpdDx
http://www.trustedcomputinggroup.org/resources/architects_guide_mobile_security_using_tnc_technology
http://www.trustedcomputinggroup.org/resources/tcg_security_automation_architects_guide
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Lisa Lorenzin
llorenzin@juniper.net
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