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Challenges That IT Departments Face

Paul Korzeniowski
Information Week

Presenter
Presentation Notes
Volume of data increasing.
Number and sophistication of threats is rising.
More regulations and potential penalties in place.
Companies facing more competitive pressures and tighter budgets.
They need a simple, inexpensive way to make sure that their data is protected.





Data Deluge

• Companies generating more data
• More end user devices
• More competition

– More analytics
• More data complexity

Presenter
Presentation Notes
 In 2010 the volume of digital information created and duplicated in a year will reach 1.2 zettabytes, , according to IDC.
�* One petabyte is precisely 1,024^5 bytes = 1,125,899,906,842,624 bytes.��* One exabyte is precisely 1,024^6 bytes = 1,152,921,504,606,846,976 bytes.��* One zettabyte is precisely 1,024^7 bytes = 1,180,591,620,717,411,303,424 bytes.



More Data, Less Security 

• More data generated , more chances for 
intrusion

• 345,124,400 records have been breached since 
2005

• Organized Crime’s role
• $6.65 million per affected corporation ($202 per 

record) 

Presenter
Presentation Notes
Since 2005, over 345,124,400 records containing sensitive personal information have been involved in security breaches  
In 2008, the average cost of a data breach was $6.65 million per affected corporation ($202 per record) 
Verizon found that Organized Crime now accounts for 85% of today’s compromised records




Increase in Government Regulations

Presenter
Presentation Notes
Governments worldwide are trying to protect consumers by enacting new governance regulations.
More record keeping, safeguarding and reporting is being required at companies large and small.



Current Data Security Constraints

• Increased system complexity
• Lower budgets
• Balance security risks versus security 

investments

Presenter
Presentation Notes
IT departments being asked to do more with less.
More regulations, more applications, more dispersed information.

Less staff, lower budgets.
Security is a balancing act. They need something simple, inexpensive, and effective.




Data Security Needs

• Inexpensive
• Comprehensive
• Easy to deploy
• Works with a broad of systems



Trusted Computing Group Confidential

BENEFITS and PERFORMANCE

Dr. Michael Willett, Samsung

Self-Encrypting Drives
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Complete Trusted Enterprise Solutions
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Why Encrypt Data-At-Rest?

Compliance
46+ states have data privacy laws with encryption safe harbors
New data breach bills have explicit encryption safe harbors

Data center and laptop drives are mobile (HDD, SSD)

Exposure of data loss is expensive ($6.65 Million on 
average per incident1)

Obsolete, Failed, Stolen, Misplaced…
Nearly ALL drives leave the security of the data center

The vast majority of decommissioned drives are still readable

1.  Ponemon Institute, Fourth Annual US Cost of Data Breach Study – Jan 2009   www.ponemon.org

Threat scenario: stored data leaves the owner’s control –
lost, stolen, re-purposed, repaired, end-of-life, …

http://www.kmktechnologies.com/Iron%20Mountain%20logo%202.gif
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What Is a Self-Encrypting Drive (SED)? 

Trusted Computing Group
SED Management Interface

AES Hardware Circuitry
- Encrypt Everything Written
- Decrypt Everything Read
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Self-Encrypting Drives

“Many organizations are considering drive-level 
security for its simplicity in helping secure 
sensitive data through the hardware lifecycle 
from initial setup, to upgrade transitions and 
disposal”

Eric Ouellet
Research Vice President

Gartner

• Simplified Management
• Robust Security

• Compliance “Safe Harbor”
• Cuts Disposal Costs

• Scalable    
• Interoperable 

• Integrated      
• Transparent
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Complexity
• Data classification 
• Impact on OS, applications, databases
• Interoperability

Performance • Performance degradation; scalability

Cost
• Initial acquisition costs

• Deployment costs

• Tracking and managing encryption keys
• Tracking and managing authentication 

keys (passwords for unlocking drives)

Key management/data 
loss

‘Hurdles’ to Implementing Encryption…
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Ease of Deployment: Encryption key generated in the factory

Transparency: Once unlocked, functions as a regular drive

Ease of management: No encryption key to manage

Life-cycle costs: Lower initial and on-going costs 

Disposal or re-purposing cost: With an SED, erase on-board encryption key

Re-encryption: With SED, there is no need to ever re-encrypt the data

Performance: No degradation in SED performance

Standardization:  Whole drive industry is building to the TCG/SED Specs

No interference with upstream processes

Hardware-Based Self-Encryption 
versus Software Encryption 

ISSUE: Hardware acquisition (part of normal replacement cycle)
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Software versus Self-Encryption: 
Performance Comparison  

http://www.trustedstrategies.com/papers/comparing_hardware_and_software_fde.pdf

No
Encryption

Seagate Self-
Encrypting

Drive

Software
Encryption
Average

Software
Product

1

Software
Product

2

Software
Product

3

Startup Throughput (MB/second) 7.90 7.99 7.73 7.87 7.80 7.53

Application Loading (MB/second) 5.89 5.71 5.51 5.63 5.50 5.40

Modest Size File Test (MB/second) 5.40 5.28 5.14 5.11 5.20 5.10

Extensive Data Read (MB/second) 80.20 82.75 38.57 46.27 35.60 33.84

Extensive Data Write (MB/second) 50.65 50.31 35.15 39.14 31.40 34.90

Performance  Throughput Tests

No
Encryption

Seagate Self-
Encrypting

Drive

Software
Encryption

Average

Software
Product

1

Software
Product

2

Software
Product

3

Startup Time (seconds) 37.10 34.47 47.24 41.49 52.02 48.22

Shutdown Time (seconds) 11.97 11.79 17.90 12.03 29.29 12.37

Hibernate Time (seconds) 29.16 28.62 31.14 28.71 29.61 35.1

Hibernate Recover Time (seconds) 21.42 23.22 40.80 26.37 41.26 54.76

System Startup/Shutdown Effects

http://www.trustedstrategies.com/papers/comparing_hardware_and_software_fde.pdf
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Addressing the Hurdles…

Simplifies Planning and 
Management

Standards-based for optimal manageability 
and interoperability
Transparent to application developers and 
database administrators. No change to OS, 
applications, databases
Data classification not needed to maintain 
performance

Solves Performance
No performance degradation

Automatically scales linearly

Can change keys without re-encrypting data 

Reduces Cost

Standards enables competition and drive cost 
down

Compression and de-duplication maintained

Simplifies decommissioning and preserves 
hardware value for returns, repurposing

Encryption key does not leave the drive; it 
does not need to be escrowed, tracked, or 
managed

Simplifies Key Management 
to Prevent Data Loss



Trusted Computing Group Confidential

TECHNOLOGY

Mike James, Toshiba

Self-Encrypting Drives
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SATA    

4. If authentication successful, drive unlocks and boots 
original MBR

5. Normal operation commences

3. User enters authentication credentials for drive to verify

2. PC loads pre-boot OS from Drive

1. BIOS attempts MBR read; drive redirects to pre-boot area

Master Boot Record

Hidden 
area

Booting a SED in a Laptop or Desktop PC

At boot time (when power is turned on), the drive is locked and 
encryption keys are not available to the drive

The Pre-Boot Authentication code is presented to the PC with the 
following method:

Once Authenticated, the SED will act 
like a normal drive and the encryption 
is completely transparent to the OS, 
Applications, and User

The solution is OS independent
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Opal SEDs in Enterprise IT

Central 
Management 

Server

Zero-touch configuration

Central management of IT 
security policies for FDE

Password recovery

Compliance logging

Automatic updates of pre-boot 
authentication environments

User creation/deletion
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Managing the SED

Before Unlocked, during Authentication

Password recovery possible

Remote unlock

After Unlocked, with O/S Present

Change/reset Password or Required Credentials

Add/remove/modify Users

Add new partitions (or LBA ranges)

Erase or re-provision partitions (or LBA ranges)

Instant Secure Erase whole drive

Revert to no management

Presenter
Presentation Notes
Password recovery (1) by challenge response, (2) possibly the pre-boot O/S Kernel could have TCPIP for authenticating to a remote server
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What Keys are in the SED?

Data Encryption Key (DEK) 

The key used to encrypt all of the user data on the drive

This key never leaves the drive

This key is stored in an encrypted format somewhere in the Drive

When the DEK is changed or erased, all existing data can not be 
decrypted

Authentication Key (AK)

The key provided by the user to unlock the drive

A hash of this key may be stored on the drive

Once confirmed, this key is used to decrypt the DEK
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Additional SED Basics

Power States

When the SED is off, the Data Encryption Keys are encrypted and 
the data is cryptographically locked

When the SED is powered on, the Authentication Key is required 
to “unlock” the Data Encryption Keys

When the SED is powered off, the clear versions of the keys are 
gone

Ranges, Bands, or Regions

The SED can be separated in Ranges, defined by LBAs

Allows for Cryptographic Erase of a Range or whole drive

Allows for different Authentication required for some Ranges
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Keys and Unlocking

AK
Authentication Key

DEK
Data Encryption Key

Correct AK?

Host
Machine

Yes

Drive aborts
all Read  or 
Write Reqs

No

Clear Data

Hash 
AK

Unlock

HDD 

Clear AK
decrypts DEK

DEK encrypts and
decrypts User Data

Media Encrypted
User Data

Hashed 
AK

Encrypted
DEK

=

Note: This is not the only 
way to handle keys in a SED
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Erasing the SED or a Range in the SED

AK
Authentication Key

DEK2
Data Encryption Key

Correct AK?

Host
Machine

Yes

Drive aborts
command

No

Clear Data

Hash 
AK

Unlock

HDD 

Generate 
new DEK2, 
encrypt with 
AK, and write 
it to Storage 
Element

DEK2 encrypts and
decrypts User Data

Media Encrypted
User Data

Hashed 
AK

Encrypted
DEK2

=
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Changing the AK

AK, AK2
Authentication Key

DEK
Data Encryption Key

Send the new AK2

Host
Machine

Clear Data

Hash 
AK2 Re-encrypt 

DEK, using 
AK2, and 
write it to 
Storage 
Element

DEK encrypts and
decrypts User Data

Media Encrypted
User Data

Hashed 
AK -> AK2

Encrypted
DEK

with AK2

Before Starting, 
Authenticate with 

AK
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Opal Self-Encrypting Drive (SED) Solution

SED Support:
Highest performance solution for 
encryption of data-at-rest
Instant security – no lengthy initial 
encryption setup
Security policy enforcement – SED enforces 
policy set by administrator
Instant data sanitization – shred data in 
seconds, or even milliseconds, instead of 
hours of overwriting

Software Vendor Support:
Complete, managed FDE solution from 
leading security software vendors
Feature-rich pre-OS authentication
Same look-and-feel as software-based FDE 
for heterogeneous environments
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The Future: Self-Encrypting Drives

Encryption everywhere

Data center/branch office to the USB 
drive

Standards-based

Multiple vendors; interoperability

Unified key management

Authentication key management 
handles all forms of storage

Simplified key management

Encryption keys never leave the drive. 
No need to track or manage

Transparent

Transparent to OS, applications, 
application developers, databases, 
database administrators

Automatic performance scaling

Granular data classification not 
needed

USB

Key Management Service

Branch
Office

Data Center 
Application Servers

Storage System
Local Key Mgmt

Storage System, 
NAS, DAS

Network

Standard
Key Mgmt
Protocol

Trusted Computing Group
T10/T13

Security Protocol

Desktop
USB

Authentication Key Flow Data Flow

Tape

Authentication Key (lock key or password)
Data Encryption Key (encrypted) 

OASIS 
KMIP

Notebook

Presenter
Presentation Notes
2 minutes
Slide 6
Ultimately, this solution will apply across the entire data center. Self-encrypting drives in storage arrays in SAN, NAS, and Servers.  In Data Centers and in Branch Offices and small businesses.  And the unified key management will handle all forms of storage. 
This announcement is an encryption technology milestone. Very few end-users do any encryption of data on hard drives in the data center. And for end-users that do, it is mostly just on a small selected part of their data. This is announcing a sea change in the way data in the data center and in smaller branch offices and businesses will be stored.    Moving forward, enterprise disk can and will be encrypted with this technology. 
And we already have proven technology in place today
2nd generation notebook FDE,               and announced desktop FDE
IBM’s Key Management has been operating with TS1120 for over one year, and IBM has recently announced the encryption on their LTO4 drives

The FDE data encryption key is stored on the drive in encrypted form, and the key to decrypt the data encryption key is not stored on disk. Because there is no significant amount of data encrypted with the key-encryption key, it is information theoretically impossible to extract the data encryption key from un-mounted FDE drives. Our FDE drives are, therefore, more secure than other secure storage solutions, which store the data encryption keys somewhere subject to attacks.

-----------------Misc notes:
Authorization happens only at power up – then the drive runs normally
TPM – the drive is a good citizen in a TPM environment.  
Uses a symmetric key to wrap the encryption key.

that rests on mission critical or business critical drives, or tapes for that matter.  

This enterprise-class drive technology that enables end users to easily encrypt their data while maintaining performance and ease of data protection, interoperability and manageability in the data center, using industry standards created by all of the major data center storage vendors. 

Ultimately, 
Standards-based
TCG industry specification, T10, T13 
Industry standard protocol for key management (IEEE P1619.3)
Multiple vendors; interoperability
Unified key management
Handles all forms of storage. Encryption and key management solution for every type of data storage:  Client notebook/desktop (can use IBM’s KMS enterprise key management);  Tape (use IBM’s KMS);   SAN/NAS (use IBM’s KMS); DAS (can use IBM’s KMS, or in branch/retail storefront – local storage system-based key management).




IBM has today the audit logs and the from km perspective, ability to destroy keys, which destroys the data which you log.  Tied in terms of policy.
Flash – Seagate will apply the appropriate technology – pls stay tuned.     
designed to simplify IT data security with easy deployment, improved performance and automated compliance auditing 





Resources 

Live version of Webinar 
http://www.trustedcomputinggroup.org/resources/where_is_your_data_tonig

ht_a_lesson_in_avoiding_headlines_fines_or_worse

Commonly Asked Questions 
http://www.trustedcomputinggroup.org/resources/commonly_asked_questio

ns_and_answers_on_selfencrypting_drives

Additional Information: 
http://www.trustedcomputinggroup.org/solutions/data_protection

http://www.trustedcomputinggroup.org/developers/storage

http://www.trustedcomputinggroup.org/resources/where_is_your_data_tonight_a_lesson_in_avoiding_headlines_fines_or_worse
http://www.trustedcomputinggroup.org/resources/where_is_your_data_tonight_a_lesson_in_avoiding_headlines_fines_or_worse
http://www.trustedcomputinggroup.org/resources/commonly_asked_questions_and_answers_on_selfencrypting_drives
http://www.trustedcomputinggroup.org/resources/commonly_asked_questions_and_answers_on_selfencrypting_drives
http://www.trustedcomputinggroup.org/solutions/data_protection
http://www.trustedcomputinggroup.org/developers/storage
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